BP35C5 Sample Script Manual Application Note

Wi-SUN Module FAN1.0 compliant

BP35C5 Sample Script Manual

Version 1.0.1

Overview

This instruction manual explains the sample script, which is a file that describes the macro of the terminal emulator
"Tera Term". By executing this, a Wi-SUN FAN mesh network can be created.
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Application Note

2. Overview

This document explains how to execute a sample script to build a mesh network.
Refer to command manual for the details of data communication and others.

2.1. Document structure

The structure of this document is as follows.

1. Preparation

® Downloading and extracting of sample script

Startup of BP35C5

2. Execution of sample script

® Running the script

Connection of Tera Term

Confirmation of MAC address
Change of MAC address in sample script

® Checking the network connection
® Checking the routing information
® Checking the communication status by using ping

3. Confirmation of automatic routing

® Stopping the router on the route
® Checking the automatic routing
® Checking the communication status by using ping

2.2. List of sample scripts

Filename

Outline

fan_setup_mesh_1.ttl

Initialization script of Border Router

fan_setup_mesh_2.ttl

Initialization script of Router2

fan_setup_mesh_3.ttl

Initialization script of Router3

fan_setup_mesh_4.ttl

Initialization script of Router4

© 2022 ROHM Co.. Ltd.
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2.3. Usage environment

Operating materials and supply

® Windows PC 1 or more

® Tera Term version 4.87 or later

BP35C5-T01 4 pcs
BP359C 4 pcs

Refer to the Start-up Manual of Wi-SUN support page on ROHM website on how to build environment when using an
evaluation board.

Page URL of BP35C5:
https://www.rohm.co.jp/products/wireless-communication/specified-low-power-radio-modules/bp35c5-product/d

ocuments

Firmware

Firmware Operating macro script

FAN (ver.1.0.52 or above) fan_setup_mesh_1.ttl
fan_setup_mesh_2.ttl
fan_setup_mesh_3.ttl
fan_setup_mesh_4.ttl

© 2022 ROHM Co.. Ltd. No. 63ANOS53E Rev.002
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Example of system configuration (in case of using evaluation board)

Module Module

Module Module

Windows PC Windows PC

Windows PC Windows PC ¥USB cable is A-miniB.

Figure 1. System Configuration Example of 4 PCs

Four modules can also be connected to a single PC for communication.

Module

Module Module Module

Windows PC

X%USB cable is A-miniB.

Figure 2. System Configuration Example of 1 PC
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3. Overview of Operation

Wi-SUN FAN (Field Area Network) is a mesh networking protocol that consists of a parent repeater called Border
Router, a repeater called Router, and a terminal called Leaf. It can cover a wide range because of its relay function
(hopping function). Further, it is a networking protocol suitable for social infrastructure because it has also the ability
to avoid radio interference by automatic routing (ability to automatically switch routes).

Wi-SUN Field Area Network

Control Center

|

% Border Router
@

A Router

T Leaf

Figure 3. FAN Networking Diagram

In order to understand the relay and automatic routing with minimum configuration, a small scale mesh networking
using one Border Router station and 3 Router stations is shown in Figure 4

3 \

Border Router Router2

IP address 2001:db8::2
MAC address 00:1D:12:9F:35:C5:02:F9

IP address 2001:db8::1
MAC address 00:1D:12:9F:35:C

Router3

IP address ~ 2001:db8::3 IP address ~ 2001:db8::4
MAC address 00:1D:12:9F:35:C5:03:41 MAC address 00:1D:12:9F:35:C5:02:D2

Figure 4. Mesh Networking Configuration Diagram

© 2022 ROHM Co.. Ltd. 6/21 No. 63ANOS53E Rev.002
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4. Operating Procedure

4.1. Preparation

Download the sample script from the Wi-SUN support page on ROHM's homepage.

Unzip the downloaded zip file.

Start Tera Term as shown in Figure 5, and set each of the 4 BP35C5 units to communicate with the PC. Refer to the
Startup Manual posted on ROHM Wi-SUN page on how to connect with Tera Term, settings of Tera Term, and how to

write the firmware.

M COM7 - Tera Term VT - [m] X

Router2

9 COM16 - Tera Term VT - [m] x
Border Router
File Edit Setup Control Window Help File Edit Setup Control Window Help

¥ COMS - Tera Term VT

Eile Edit Setup Control Window

Help

Router3

v COMS - Tera Term VT
Eile Edit Setup Control Window Help

Router4

Figure 5. Four BP35C5 Units Connected to Tera Term
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Upon shipment, the following message is displayed once the power of BP35C5 is turned on.

(The message "NBRS: added new neighbor <001d12xxxxxxxxxx>" will show a few moments after startup..)

COM1E - Tera Term VT

Border Router

X COMB@ - Tera Term VT

Copyright (C) 2020 Nissin Systems Co.

EW-WSN-FAN-1. 0. 51 ROHM BP3505 (ROHM ML?ASBN ML7421)
Wi-SUN Profile for FAN (Apr 22 2020 15:55:27)

buto start o (ROUTER) [T
init 2 (ROUTER)

] x
Router2
Eile Edit Setup Control Window Help File Edit Sctup Control Window Help
2 = T - = T
Copyright {C) 2020 Nissin Systams Co., Ltd Copyright (C) 2020 Nissin Systems Co., Ltd.
/ EW-WSN-FAN-1.0. 51 ROHM BP35C5 (ROHM ML7436N:ML7421) EW-WSH-FAN-1. 0. 51 ROHM BP35C5 (ROHM ML 743GN:ML7421
{ FMng: changed fan join state (0 -> 1) ] { FMng: changed fan join state (0 - 1) }
a8, 12 { NBRS: added new neighbor <001d129f35c50270>] e8. 12 | HMBRS: ed new neieghbor <DD1d129f35550341>]
inf 40, 2b, 1068, 12 NBRS: added new neighbor <001d129f35ch0341> inf 40, 2b, 1866, 12 MNBRS: added new neighbor <001d129f35c502d2>
|if 40, 2b, 1b88. 12 NBRS: added new neighbor <001d129f35c502d2> |nf 40, 2b, 1b88. 12 NBRS: added new neighbor <001d129f35c50188>
COM7 - Tera Term VT X COM@ - Tera Term VT X
o ) Router3 ) ) Router4
File Edit Setup Control Window Help File Edit Setup Contrsl Window Help
inf 01.01.0.0 T WSN: system booted. | [inf 01.01.0.0 { WSN: system booted.

Copyright (C) 2020 Nissin Systems Co. . Ltd
EW-WSN-FAN-10. 51 ROHM BP3505 (ROHM ML7436N:ML7421)
Wi-SUN Profile for FAN (Apr 22 2020 15:55:27)

inf 2b 62.0

1

inf 40 2b 17e8,
inf 40, 2b. 19b8. 1
inf 40, 2b. 1b&E. 1
d

{ FMnz: changed fan join state (0 —» 1) ]
1 { NBRS: added new neighbor <001d129f35c502d2>}
2 MNBRS: added new neighbor <001d129f35c502f9>
2 NBRS: added new neighbor <001d120f35c50188>

0.1
>inf 40 2b 1788, 12
inf 40, 2b 19b8, 12
inf 40, 2b. 1b88. 12
>

FMng: changed fan join state (0 - 1) 1
MNBRS: added new neighbor <001d129F35c502F0>}
NBRS: added new neighbor <001d129f35c50188>
NBRS: added new neighbor <001d129F35c50341>

Figure 6. When the Power of BP35C5 is ON
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Next, check the MAC address of each station.

There are two reasons why the MAC address of each station should be checked.

® To set which IP address is leased to which station in the DHCPv6 server embedded in Border Router.

® To set the MAC address filter (the details of MAC address filter will be discussed later).

MAC address can be checked with "mac" command. (It is also mentioned on the label of module body.)

COM16 - Tera Term VT —
o Border Router

Eile Edit Setup Control Window Help

7 COME - Tera Term VT — m] X

Router2

File Edit Setup Control Window Help

iht (0) 20 L
Eﬂ NSN FAN -1.0.51 ROHM BPSEDE’RUHM WL 7436N- M
N Profi or FAN (Apr 22 2020 15:55:27

jauto start 2 (ROUTER).
init 2(ROUTER)

inf 2b 62.0.1 {
binf 40, 2b, 17e8.12  {  NERS
inf 40, 2b, 18b8. 12
Inf -1D 2b, 1b88. 12

mac <DDWd129F35050188> LLA<feB0::21d:120F: 36cE:188>

FMng: changed fan join state (0 - 1) 1
. added new ﬂE\Ethr <DDWdW29f350502fB>}
NBRS: added new neizhbor <001d120f36650341>
NBRS: added new neighbor <001d129f35c502d2>

001d129f35¢b0188

) Sy
ﬂ WSN FAN 1 0. 51 ROHM BPSEDE’RUHM MLNEEN ML7421)
W N Profile for FAN

fauto start 2 (ROUTER).
init 2(ROUTER)

inf 2b. 62 0.1 {
>inf 40.2b 17e8.12  {
inf 40.2b, 19b8. 12

\nf 40, 2b, 1688, 12

mac <DD1d129f35c502fB> LLA<fe80::21d:120f:35c5:2f0>

FMng: changed fan join state (0 - 1) 1
NBRS: added new neighbor <DD1d129f35c50341)}
NERS: added new neighbor <001d]20f35c502d2>
NBRS: added new neighbor <001d129f36c50188>

001d129f35¢b0219

COMT - Tera Term VT

Router3

File Edit Setup Control Window Help

x COMS - Tera Term VT - [m}

Router4

File Edit Setup Control Window Help

WSN: system booted.

[nf 01.01.0.0 [

; Copyright 2020 Nissin Systems Co . Ltd
EW-WSN-FAN-1_ 0 51 ROHM BP35C5 (ROHM ML7436N:ML7421)
UN Profile for FAN {Apr 22 2020 15:55

fauto start 2 (ROUTER
init 2(ROUTER)

inf 2b. 62.0.1 {
binf 40, 2b, 17e8,12  { NERS
inf 40, 2b, 19b8, 12
mf 40, 2b, 1688, 12

mac <DDWd129f35350341) LLA<feB0::21d:120f:36cb:341>

001d129f35¢b0341

FMng: changed fan join state (0 -» 1)

) }
. added new neighbor <DD1d129f350502d2>}
NBRS: added new neighbor <001d120£35c502F0>
NBRS: added new neighbor <001d129f35c50188>

WSN - system

~| [T OTOT 0T T

anyrlzht { ZDZD'Nwssln Sysrems Co.,Ltd
EW-HSN-FAN-1_0.51 ROHM BP35C5 (ROHM ML7436N:ML7421)
i-SUN Profile for FAN (Apr 22 2020 15:55:27)

ooted ]

(ROUTER)

inf 2b.62 0.1 {
>inf 40, 2b. 178,12 { NERS

lauto start 2
init 2(ROUTER)
FMne: changed fan join state (0 -» 1) }
: added new neizhbor <DD1d128f350502FB>]
inf 40, 2b 18b8, 12 NBRS: added new neighbor <001d129f35c50188>
\ﬂf 40. 2b. 1b88. 12 NERS: added new neighbor <001d120f35c50341>

mac <DD1d128f356502d2> LLA<feB0::21d:129f:36c5:2d2>

001d129f35¢b02d2

Figure 7. Checking of MAC Address by Command

o —

i -an

|

= ROHM ®
Gi&é BP35CH

@ R] 005-102391
==

BUIRL

MAC: 0010129F 35C50368

B

MAC Address

Figure 8. Checking of MAC Address by Label
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In sample script, Border Router and Router4, and Router2 and Router3 are assumed to operate in a condition where
their radio waves are unable to reach each other as shown in Figure 9.

Border Router

Router2

IP address 2001:db8::2
MAC address 00:1D:12:9F:35:C5:02:F9

IP address 2001:db8::1 P
MAC address 00:1D:12:9F:35: : on Router4

Router3

IP address 2001:db8::4
IP address 2001:db8::3 MAC address 00:1D:12:9F:35:C5:02:D2
MAC address 00:1D:12:9F:35:C5:03:41

Figure 9. Mesh Networking of Sample Script

However, if it is placed on a desk as shown in Figure 9, the radio waves actually reach all stations and building a mesh
network with the expected route may not be possible. In some cases, all routers may connect directly to Border Router.
For that reason, in the sample script, the MAC address filtering (*1) is used to intentionally set the distance so that

radio waves do not reach each other.

(*1) MAC Address Filtering

The MAC address filtering is a function that limits the received frames by MAC address.

With "macf" command, deny and allow can be set for the received frame.

In sample script, it is set to permit only the MAC address of the stations allowed to receive ("macf
allow MAC address") after setting it once to reject the reception of all MAC addresses ("macf deny") in

order to create a condition where the radio waves do not reach due to distance.

As shown below, use text editor (example: Notepad) to rewrite the MAC address of default script with MAC address of
your BP35C5.

fan_setup_mesh_1.ttl
send 'init 0' #13
wait ">’

send 'mode 0' #13
wait '>'

send 'clear' #13
wait ">’

send 'reset' #13
wait 'init’

wait '>'

’

; MAC Address Filtering

© 2022 ROHM Co.. Ltd. No. 63ANOS53E Rev.002
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’

send 'macf deny' #13

wait '>'
send 'macf allow 001d129f35c502f9' #13 | Rewrite in MAC address of Router? |
wait '>'
send 'macf allow 001d129f35c50341" #13 el Rewrite in MAC address of Router3 |
wait '>'

send 'mode 1' #13
wait '>'

send 'chan 33 59' #13
wait '>'

send 'ip 2001:db8::1/48" #13
wait '>'

’

; DHCPv6 Setting

’

send 'leaseip 001d129f35c502f9 2001:db8::2' #13 ] Rewrite in MAC address of Router? |
wait '>'
send 'leaseip 001d129f35c50341 2001:db8::3' #13 ] Rewrite in MAC address of Router3 |
wait '>'
send 'leaseip 001d129f35c502d2 2001:db8::4' #13 « Rewrite in MAC address of Router4 |
wait '>'

send 'atstart 1' #13
wait ">’

send 'save' #13
wait '>'

send 'reset' #13
wait "init’

n_setup_mesh_2.ttl
send 'init 0" #13
wait '>'

send 'mode 0' #13
wait '>'

send 'clear' #13
wait ">’

send 'reset' #13
wait 'init'
wait ">’

’

; MAC Address Filtering

send 'macf deny' #13
wait '>'

send 'macf allow 001d129f35c50188' #13 @l Rewrite in MAC address of Border Router

wait '>'

© 2022 ROHM Co.. Ltd. No. 63ANOS53E Rev.002
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wait '>'

send 'mode 1' #13
wait '>'

send 'chan 33 59' #13
wait '>'

send 'atstart 2' #13
wait '>'

send 'save' #13
wait '>'

send 'reset' #13
wait 'init'

send 'macf allow 001d129f35c502d2" #13

@l Rewrite in MAC address of Router4

fan_setup_mesh_3.ttl

send 'init 0' #13
wait '>'

send 'mode 0' #13
wait ">’

send 'clear' #13
wait '>'

send 'reset' #13
wait 'init'

wait '>'

’

; MAC Address Filtering

send 'macf deny' #13
wait '>'

wait '>'

wait '>'

send 'mode 1' #13
wait '>'

send 'chan 33 59' #13
wait ">’

send 'atstart 2' #13
wait '>'

send 'save' #13
wait ">’

send 'reset' #13

wait 'init’

send 'macf allow 001d129f35c50188" #13

send 'macf allow 001d129f35c502d2" #13

e{ Rewrite in MAC address of Border Router |

@l Rewrite in MAC address of Router4 |

fan_setup_mesh_4.ttl

send 'init 0' #13
wait '>'

© 2022 ROHM Co.. Ltd.
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send 'mode 0' #13

wait '>'

send 'clear' #13
wait '>'

send 'reset' #13
wait "init'
wait '>'

’

; MAC Address Filtering

’

send 'macf deny' #13

wait '>'
send 'macf allow 001d129f35c502f9" #13 «| Rewrite in MAC address of Router? |
wait '>'
send 'macf allow 001d129f35c50341' #13 | Rewrite in MAC address of Router3 |
wait ">’

send 'mode 1' #13
wait '>'

send 'chan 33 59' #13
wait ">’

send 'atstart 2' #13
wait '>'

send 'save' #13
wait ">’

send 'reset' #13
wait 'init'
wait '>'

The above concludes the preparation. Then, execute the script.

© 2022 ROHM Co.. Ltd.
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4.2.

As mentioned, the next step is to run the edited script.

Execution of script

Tera Term has a function to run macros. This section explains how to execute macros
Select [Control] = [Macro] from the Tera Term menu connected to each station, specify the script file of that station,

and execute the macros in order.

¥ COM16 - Tera Term VT
File Edit Setup Window  Help
Reset terminal
Reset remote title

Are you there

Send break

Reset port
Broadcast command
Open TEK

T

Close TEK

Alt+T

Alt+B

[ Macro

Show Macro Window

Figure 10. Execution of Tera Term Macros

M MACRO: ¥70EE{

EE v FLWTANS -

~

=

- v 4 <« wi-sun » bp35c5 » src » fan_test_macro » fan_setting_macro » fan_setup_mesh

v fan_setup_mest

& J497 TIER
fan_setup_mesh_1.ttl

@& OneDnve ﬁ fan_setup_mesh_2.ttl
fan_setup_mesh_3.ttl

I rc

g TGk ey fan_setup_mesh_4.til
33 Jr

228

=
&

TTL I74 s
TIL Z74 M
TIL 774 )
TIL I74 M

1KB
KB
KB
KB

& Fovo-f
W FATRT
B FFasvb
=| E7Tv
B

D T3y
5 Windows (C2)

& xk7-0

I7A Il &(M): | fan_setup_mesh_1.ttl

~| (oI

Figure 11. Selection of Script
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When the script is run, the settings are automatically saved and all stations will reboot and be connected after

approximately 2 minutes.

COM16 - Tera Term VT - O ped COMBE - Tera Term VT - [m] x
Border Router Router2
File Edit Setup Control Window Help File Edit Setup Control Window Help
leaseip 001d129f356c50341 2001:db8::3 a| [rsave A
> leaseip DDWd129‘35:502d2 2001:db8: 4 save parameter is saved
patstart 1 >reset
atstart 1(BORDER) reset delay Osec
Psave . )\n‘ 01.01.0.0 { WSN: system booted. }
save parameter is saved .
Preset Copyright { 2020 Nissin Systems Co. . Ltd
reset delay Osec ! EW-WSN- FAN 1.0.51 ROHM BP35C5 (ROHM ML743BN:ML7421)
0.0 { WSN: system booted 1 Wi-SUN Pro r FA 22 2020 15:55:

>\n‘ 0101

Copyright (C) 2020 Nissin Systems Co. . Ltd
EW-HSN-FAN-1. 0. 51 ROHM BP350S (ROHM ML7436N ML1-121w

Wi-SUN Profile for FAN (Apr 22 2020 15:55:27) : chaneed fan join state (0 -» 1) 1
S: added new ne\ahbor DDWd129‘35 50186>}
lauto start 1 (BORDER) : added new neighbor <001d129¥35c502d2>
mlt 1(BORDER) changed fan join state (1 -> 2)
inf 2b,62 0,5 { FMng: changed fan join state (0 -> 5) ] : uhanzad an join state (2 -> 3)
binf 40, 2b, 51d8. 12 { NBRS: added new na\zhhnr ~DDTUTZE 35c60341>} . : changed fan join state (3 -> 4)
inf 40, 2b, 3960. 12 NBRS: added new neighbor <001d129f35cH029>]) inf 4c, 3¢, 71a0, 1d00 RPL: preferred parent <001d129f35c50188>
inf 40. 2d. dbdf. 51d8 NBRS: added address <2001:db8::3> to <001d129735c50341>]) inf 40, 2d. 7164, 1788 NBRS: added address <2001:db8::1> to <001d129f35cE0188>
inf d4c, 38, 718c, 7164 RPL: added node <2001:dbB::3> => <2001:dbB::1> inf 60, 4c. 6f80. 0 DHCPvG: binding address <2001:db8::2/128>
inf 40, 2d. dbdf. 3960 NBRS: added address <2001:db8::2> to <001d120F35c502F 9>} inf 4¢.37.0.0 RPL: uunneuted to DODAG
inf 4c. 30, 718c. 7164 RPL: added node <2007:db&::2> => <2001:db8::1> inf 2b.62 4.5 FMng: changed fan join state (4 -> 5)
inf 4c. 38, 718c. 7164 RPL: added node <2001:db8::4> => <2001:db8::2> inf 40, 2d, dbdf, 19b8 NBRS: added address <2001:db8::4> to <001d129F35cE02d2>
o v | v
COMYT - Tera Term VT - [m] X | COMS - Tera Term VT - m] X
) ) ) Router3 ) ) Router4
File Edit Setup Control Window Help File Edit Setup Contrsl Window Help
>save | [rsave A
save parameter is saved save parameter is saved
Preset reset
reset delay Osec reset delay Osec
inf 01,01.0,0 { WSN: system booted. } >inf 01,0100 { WSN: system booted. 1
" Copyright (G} 2020 Nissin Systems Co., Ltd Gupy ght (C) 2020 Nissin Systems Co., Ltd
'/ EW-USN-FAN-1. 0. 81 ROHM BP3BLE( RUHM WL 7436N:ML7421) ! EWN- NSN FAN-1.0.51 ROHM BP3505 (ROHM ML743EN ML7421)
/ Wi-SUN Profile for FAN (Apr 22 2020 15:55:27) 7 Wi-SUN Profile for FAN (Apr 22 2020 15:55:27)
auto start 2 (ROUTER). auto start 2 (ROUTER).
|n|t 2 (ROUTER) \ﬂlt 2 (ROUTER)
f 2b, 62,0,1 Mng: changed fan join state (0 -> 1) } f 2b, 62, 0,1 Mng: changed fan join state (0 -> 1) }
>|n‘ 40, 2b, 17e8, 12 { NBRS: added new neighbor Dﬂ1d129 35 501885} >\n 40, 2b, 17e8.12 {  NBRS: added new nelzhhnr «001d129F35c50341>
inf 2b, 62. 1. FMng: changed fan join state (1 \n 40, 2b, 19b8. 12 NBRS: added nem neighbor <001d129f35c502F 95}
inf 40, 2b, 7358, 12 NERS: added new neighbor <DD1d128 35¢ 502d2>] inf 2b.62 1.2 FMng: changed fan join state (1 -> 2)
inf 2b, 62,2, 3 FMnz: changed fan join state (2 —> 3; inf 2b,62 2,3 FMng: changed fan join state (2 —> 3
inf 2b 623 4 FMnz: changed fan join state (3 inf 2b. 62 3.4 FMng: changed fan Jﬂln state (3
|n . 3c. 71a0, 1400 RPL: preferred parent \DDWd129 35 50188 inf 4c. 3c. 71a0. 1400 RPL: preferred parent ~001d129 35 502‘9)
inf 40, 2d. 7164, 17e8 NBRS: added address <2001:db8::1> to <001d128f35c50188>} inf 40.2d 7164, 1908 NBRS: added address <2001:db8::2> to <001d120f35c50279>
inf 60, d¢c, 6F80, 0 DHCPvG: binding address <2007:db&: :3/128> inf 40, 2d, 7164, 17e68 NERS: added address <2001:db8::3> to <001d]20fF35cE0341>
inf 4¢.37.0.0 RPL "nnna"rad to DODAG inf 60, 4c 6f80. 0 DHCPvG: binding address <2001:db8::4/128>
|n 2b.62.4.5 FMng: changed fan join state (4 —> §) \n 4¢.37.0.0 RP uUnnautad to DODAG
inf 40, 2d. dbdf, 7358 NBRS: added addrass <2001:db8: :4> to <001d128f36c 502d2>] inf 2b.62 4.5 FMng: changed fan join state (4 -» §)

>

Figure 12. Mesh Networking Connected Status

When the router is connected, the following message is displayed.

inf 2b,62,4,5 {

FMng:

changed fan join state (4 -> 5) }

This message means that the FAN connection status has changed.

The connection status is represented by a number.

No. | Name Details
0 | INIT Initial status
1 SELECT-PAN Selecting PAN to connect
2 | AUTHENTICATE Authenticating
3 | WAIT-PANCFG Waiting for frame from upper router encrypted by authentication
4 | ROUTING Initialization of network layer including RPL routing settings
5 | OPERATIONAL Available connection/communication
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After confirming that all routers are connected, then check the routing information.
To view the routing information, execute the "rplsr" command on the Border Router.

>rplsr

rplsr - Routing links (3 in total):

rplsr -- 2001:db8::3 to 2001:db8::1 (lifetime: 7164 seconds)
rplsr -- 2001:db8::2 to 2001:db8::1 (lifetime: 7185 seconds)
rplsr -- 2001:db8::4 to 2001:db8::2 (lifetime: 7154 seconds)
>

This shows the connection of Router3 and Router2 to Border Router, and Router4 connection to Router2 (Router4
may also be connected to Router3).
The current connection status is shown in Figure 13.

\

Border Router

A

Router2

IP address 2001:db8::2
MAC address 00:1D:12:9F:35:C5:02:F9

IP address 2001:db8::1
MAC address 00:1D:12:9F:35:

Router4

IP address 2001:db8::3 IP address 2001:db8::4
MAC address 00:1D:12:9F:35:C5:03:41 MAC address 00:1D:12:9F:35:C5:02:D2

Figure 13. Mesh Networking Connection

To check the communication, run ping from Border Router to Router4.
If communication is possible, "0.0% loss" is displayed in the Border Router, while "rcvd echo request" is outputted in
the Router4 as shown below.

Border Router

>ping 2001:db8: :4

ping <2001:db8::4> (seq=1 sz=32bytes time=0.270sec) 1/1

1 transmitted, 1 received, 0.0% loss (min=@.270/max=0.270/avr=0.270 sec)
>

Router4

inf 44,32,1,20 { icmpEch: rcvd echo request (seq=1 len=32) }
>
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4.3. Checking of automatic routing
The automatic routing will be checked from here.

The current communication route is Router4 — Router2 — Border Router. However, even if Router2 goes down at this
time, it will automatically switch to Router3, and checks that the communication will restart.

Then, turn off the power of Router2 and disconnect the route.

Border Router Router2

IP address 2001:db8::2
MAC address 00:1D:12:9F:35:C5:02:F9

IP address 2001:db8::1

MAC address 00:1D:12:9F:35:C Router4

Router3

IP address 2001:db8::3 IP address 2001:db8::4
MAC address 00:1D:12:9F:35:C5:03:41 MAC address 00:1D:12:9F:35:C5:02:D2

Figure 14 : Automatic Routing State

Even if Router2 goes down, it will not switch immediately.
If ping is run in that state, it will show "100.0% loss" denoting that there is no longer return of response.

Border Router

>ping 2001:db8: :4
1 transmitted, @ received, 100.0% loss (min=0.000/max=0.000/avr=0.000 sec)
>

The route will be updated automatically after waiting for a while. Then, the following will appear.

Border Router

inf 4c¢,3a,718c,7164 { RPL: update node <2001:db8::4> => <2001:db8::3>}

Router4

inf 4c,3c,72c8,1d00 { RPL: preferred parent <001d129f35c50341> }

This shows that Router4 is connected via Router3.
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When the routing information is checked here, it will look like as below.

Border Router

>rplsr

rplsr - Routing links (3 in total):

rplsr -- 2001:db8::3 to 2001:db8::1 (lifetime: 7151 seconds)
rplsr -- 2001:db8::2 to 2001:db8::1 (lifetime: 6512 seconds)
rplsr -- 2001:db8::4 to 2001:db8::3 (lifetime: 7177 seconds)
>

This shows that Router4 is being connected via Router3.

Then, run ping again to check if the communication is successful or not.

Border Router

>ping 2001:db8: :4

ping <2001:db8::4> (seq=1 sz=32bytes time=0.190sec) 1/1

1 transmitted, 1 received, 0.0% loss (min=0.190/max=0.190/avr=0.190 sec)
>

Router4

inf 44,32,1,20 { icmpEch: rcvd echo request (seq=1 len=32) }
>

The above confirmed that the route was automatically switched, and the line was restored.

In addition to ping, TCP or UDP can also be used as a procedure to check the communication.

For example, the procedure to send the character string "Wi-SUN FAN" to IP address 2001:db8::4 is discussed below.

tcps 2001:db8::4 57692d53554e20464a4e < How to send TCP in binary
udpst 2001:db8::4 "Wi-SUN FAN" < How to send UDP as character string
udps 2001:db8::4 57692d53554e20464ade < How to send UDP in binary

Although the port number can be designated, it was omitted in this example. The default port number is 3610

(ECHONET-Lite).
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5. Notes

5.1. Wireless connection

1. There are times when wireless communication is unstable depending on the radio wave environment and
communication environment, ROHM does not guarantee 100% data transfer, and shall not be responsible for
any data loss.

2. UDP does not provide for arrival of packets in chunks and does not guarantee the arrival of data.

3. Perform a thorough validation of this product with the customer before incorporating it for full-scale operation.

4. ROHM shall not be liable for any damage or malfunction caused by data interception, loss, theft, plagiarism or
leakage to a third party.

5.2. Sample script
The sample script used in this manual is a simulation of mesh networking communication, and does not
guarantee actual mesh networking communication.

5.3. Changes

This instruction manual and the sample scripts used are subject to change without notice.

5.4. Firmware
5.4.1. License of firmware

Regarding the firmware (hereinafter referred to as this software) installed in this product, use it after
consenting to the following license agreement. By using this software, the customer accepts the following specifics.

1. This software is a firmware exclusive for this product. Do not use for any purpose other than this product.

2. ROHM Co., Ltd (herein after referred to as the Company) owns the copyright of this software (including the
rights stipulated in Article 27 and Article 28 of Copyright Act), and all other intellectual property rights.

3. Transferring, re-licensing or lending this software to a third party is not allowed.

4. Reverse engineering, decompilation, disassembly, duplication, modification, etc. of this software is prohibited

5. The Company does not guarantee all operations using this software. Perform thorough validation of this
product before using.

6. Ensure to install the updated functions of this software on your program because this software will have
updates. Send inquiry to the Company for the update procedures using your program. Refer to the Startup
Manual on how to update.

7. The Company shall not take any responsibility for the expenses (including commission costs, repair costs,
recovery costs of product, procurement costs of substitute product, etc.) incurred due to defects, trouble,
faults, and etc. of this software paid by the customer to a third party without a prior consent of the Company.

8. In any case, the amount to be paid by the Company due to defects, trouble, faults, and etc. of this software
shall not exceed the latest 6 month total sales of this product from ROHM Co., Ltd. to customers.
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5.4.2. Firmware version
1. The firmware version written in this product is the latest at the time of manufacture.
2. The latest firmware may not be available depending on the timing of shipping.
3. The firmware version will be changed without prior notice. ROHM Co., Ltd. shall not take any responsibility for
any damage caused to the customer by the change
4. The written firmware version cannot be identified by the appearance of this product.
5. Refer to the Startup Manual on how to rewrite the firmware.

5.4.3. How to confirm the firmware version
The firmware version can be checked by executing the "vers" command after startup.

5.5. Startup time of this product
In resetting this product, wait at least 6 seconds before accessing the product after releasing the reset.
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6. Revision History

Ver. Date Details
1.0.0 2020/06/08 Initial version
1.0.1 2022/02/01 Removed description about the 'tcpst'
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Notice

10)

11)

12)

13)

Notes

The information contained herein is subject to change without notice.

Before you use our Products, please contact our sales representative and verify the latest specifica-
tions :

Although ROHM is continuously working to improve product reliability and quality, semicon-
ductors can break down and malfunction due to various factors.

Therefore, in order to prevent personal injury or fire arising from failure, please take safety
measures such as complying with the derating characteristics, implementing redundant and
fire prevention designs, and utilizing backups and fail-safe procedures. ROHM shall have no
responsibility for any damages arising out of the use of our Poducts beyond the rating specified by
ROHM.

Examples of application circuits, circuit constants and any other information contained herein are
provided only to illustrate the standard usage and operations of the Products. The peripheral
conditions must be taken into account when designing circuits for mass production.

The technical information specified herein is intended only to show the typical functions of and
examples of application circuits for the Products. ROHM does not grant you, explicitly or implicitly,
any license to use or exercise intellectual property or other rights held by ROHM or any other
parties. ROHM shall have no responsibility whatsoever for any dispute arising out of the use of
such technical information.

The Products specified in this document are not designed to be radiation tolerant.

For use of our Products in applications requiring a high degree of reliability (as exemplified
below), please contact and consult with a ROHM representative : transportation equipment (i.e.
cars, ships, trains), primary communication equipment, traffic lights, fire/crime prevention, safety
equipment, medical systems, servers, solar cells, and power transmission systems.

Do not use our Products in applications requiring extremely high reliability, such as aerospace
equipment, nuclear power control systems, and submarine repeaters.

ROHM shall have no responsibility for any damages or injury arising from non-compliance with
the recommended usage conditions and specifications contained herein.

ROHM has used reasonable care to ensure the accuracy of the information contained in this
document. However, ROHM does not warrants that such information is error-free, and ROHM
shall have no responsibility for any damages arising from any inaccuracy or misprint of such
information.

Please use the Products in accordance with any applicable environmental laws and regulations,
such as the RoHS Directive. For more details, including RoHS compatibility, please contact a
ROHM sales office. ROHM shall have no responsibility for any damages or losses resulting
non-compliance with any applicable laws or regulations.

When providing our Products and technologies contained in this document to other countries,
you must abide by the procedures and provisions stipulated in all applicable export laws and
regulations, including without limitation the US Export Administration Regulations and the Foreign
Exchange and Foreign Trade Act.

This document, in part or in whole, may not be reprinted or reproduced without prior consent of
ROHM.

Thank you for your accessing to ROHM product informations.
More detail product informations and catalogs are available, please contact us.

ROHM ROHM Customer Support System

SEMICONDUCTOR

http://www.rohm.com/contact/

www.rohm.com
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